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. Introduction

The purpose of this document is to two-fold, to provide a detailed report on the ICT activates performed
previous year, the year of 2021, namely, to give

e a status report on the main objectives defined for the year 2021 in the previous ICT Report'
missions accomplished, uncompleted and/or non-initiated missions.

e an overview of the noteworthy events in the year 2021 as part of the information system (IS)
of the European Schools and its IT resources.

This report also provides in the chapter ‘From 2022 onwards’ information about the ICT plan for 2022
and the envisaged projects for the year of 2022. The tasks and projects in the ICT plan for 2022 should
be aligned with the high-level strategical goals and operational objectives defined in the Multiannual
ICT Plan 2022-2026.

In line with the revised prioritisation of its tasks and projects the ICT Unit focused in 2021 on an
improvement of the reliability and security of the IT infrastructure and the continuation of the prioritised
key projects. Moreover, requests for some new developments were also addressed as well as the
internal needs for improvements at the ICT Unit.

In 2022, the ICT Unit will focus on a continuation of the already started projects. A particular attention
will be given to the improvement and reinforcement of the ICT infrastructure and the core services
provided by the ICT unit. The reinforcement of the IT security is a high priority objective.

This report has been produced by the OSG ICT and Statistics Unit.

12020-02-D-21-en-3 Rapport ICT
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Il. Note of the Budgetary Committee

The Budgetary Committee took note of the report and invited the Board of Governors to take note of
it.

lll. Year 2021

Due to the continuation of the Covid-19 pandemic, the year of 2021 was a major challenge for the ICT
Unit and the IT staff of the European Schools. The preliminary action plan had to be adapted for being
able to support the European Schools and the Office of the Secretary General.

1. ICT Strategy: ICT Governance Group
The ICT Strategy Group met on numerous occasions in 2021, such as:

The IT-ADMIN Sub-Group met three times (chaired by the Head of the ICT Unit) in 2021 for addressing
the administrative, technological, financial and security aspects. The meetings took place on March
4% June 1%t and October 12" 2021.The meeting minutes are available in the TEAM WG IT ADMIN
Teams channel.

The IT-PEDA Sub-Group (chaired by the Head of the Pedagogical Development Unit), focusing on all
pedagogical aspects, met several times during the year 2021. Whilst taking as its basis the priorities,
in pedagogical terms, expressed in the Multi-Annual Plan approved by the Board of Governors at its
April 2018 meeting?, the IT-PEDA Sub-Group produced several documents, including in particular
‘Guidelines for the pedagogical use of mobile devices in the European Schools’. Most important
documents provided by IT PEDA WG in 2021:

e Revision of document ‘Distance Learning Policy for the European Schools - 2020-09-D-10-en-
3 (Approved by the Board of Governors by written procedure No 2021/8 on 29 March 2021)

2 Doc 2018-01-D-79-en-4.
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e Proposal for a new Denomination and Job Description for the ICT Coordinator in the European
Schools - 2021-09-D-14-en-2 (Approved by the Joint Teaching Committee on 7-8 October
2021)

e Proposal to facilitate the integration of the eight key competences - New annexes to syllabuses
and Learning scenario template - 2021-09-D-6-en-2 (Approved by the Joint Board of Inspectors
on 5-6 October 2021 & Approved by the Joint Teaching Committee on 7-8 October 2021)

e Recommendations in the framework of the document "A digital tool for teaching, learning and
assessment in Mathematics and Physics” approved by the Joint Teaching Committee on 15
December by means of Written Procedure — PE 2021-61.

e Follow-up on Document 2020-08-D-10-en-2 'System-level professional communities in the
European Schools and sharing of pedagogical material' - 2021-01-D-18-en-1 (Joint Board of
Inspectors - Meeting on 9 and 10 February 2021 — Online & Joint Teaching Committee -
Meeting on 11 and 12 February 2021 — Online)

¢ MEMORANDUM - Procedure documents for the provision of student demo accounts and guest
accounts, for professional development purposes - Ref.: 2021-04-M-2-en. Concerns the
procedure set out in the documents: ‘Agreement to receive and use student demonstration
accounts for training purposes’ - 2021-02-D-18 & ‘Agreement for temporary guest accounts
(external trainers and speakers)’ - 2021-02-D-21

A more detailed report on the activities of the IT-PEDA Strategy WG will be appended to the Annual
Activity Report of OSG?.

The continuation of the COVID pandemic raised serious challenges for the ICT Unit. The envisioned
ICT plans had to be adopted to be able to support the Schools and the OSG. Some of the most
important efforts carried out for this purpose were:

» Providing necessary equipment for teleworking such as laptops, screens, etc. to the staff at the
OSG.

3 Doc 2021-02-D-5-en-1.
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» Enabling and securing VPN-solutions for facilitating and securing distance working.

» Adapting and developing solutions in Microsoft TEAMS for facilitating the distance teaching
and learning.

» Support for providing additional teleworking equipment for the staff of the Office of the
Secretary General such as keyboards, monitors, office chairs and more.

Additionally, during the first part of 2021 the ICT Unit was affected by a number of unexpected incidents
with high impact on the ICT operations. The mitigation of the effects of these incidents as well as the
necessary actions for improving the IT infrastructure (for details see chapter 3.3) required extra efforts
from the ICT staff. One of the main reasons behind these incidents is the considerable level of technical
debt affecting the ICT infrastructure: outdated system and solutions which reached the end of lifetime.
The maintenance and the replacement of these systems and solutions was negatively affected by the
staffing issues at the ICT Unit.

2.1 ICT trainings

The ICT Unit, following to the recommendations of the Internal Audit Service of the European
Commission (IAS) in its ‘Consulting Report on human resources allocation and distribution of non-
teaching tasks in the European Schools’, has conducted training in the PM? project methodology —
introduced by and used at the EC. All members of the ICT unit did take part in the training and the
methodology is currently being adopted by the ICT unit.

As the continuation on the improvement of project management competencies and methodology in
the ICT Unit, PMP (Project Manager Professional) trainings has been initiated and conducted in
January 2022.

For reinforcing he competency in IT Service Management in the ICT Unit, ITIL foundation training has
been organised and offered to all staff members of the ICT Unit. Several staff members successfully
acquired the relevant ITIL certification.

Some of the above trainings has been also made available for the IT technicians of the schools.

2.2 Methodological development

The trainings provided to the ICT staff made also possible to achieve a considerable methodological
development at the ICT unit. Both the project management and IT service management methodologies
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has been successfully improved. These advances were made possible also by the introduction of new
IT service management tools which are providing improved support for applying the best practice
methodologies. During 2021 the following tools has been introduced at the ICT unit:

» JIRA - issue management solution as well as tool for planning and road map management

» Confuence — documentation and collaboration solution used for knowledge management,
system, and project documentation as well as for IT Disaster Recovery manuals

» Freshservice — ticketing solution for improved ServiceDesk support

» Freshstatus — solution for efficient communication of system and service statuses,
availabilities, incidents as well as for planned system maintenances

Some of the most important methodological achievements are:
> PM? project management methodology introduced and applied

» Clear project managerial role assigned for the DOCEE and Eursc.eu migration projects which
resulted in improved collaboration and more efficient project execution

» Considerably improved system and project documentation

» Improved Incident management process

» Introduction of Change Management and Change Advisory Board for system management
» Improved ICT communication

» Improved planning and follow up of service and support requests

Many of these improvements are already resulted in visible improvements of the services of the ICT
unit. However, the effect of these methodological improvements is expected to increase during the
following years.

7159 2022-01-D-83-EN-3
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2.3 Cloud Roadmap project

As the ICT infrastructure is heavily affected by the accumulated technical debts, the assessment of
the current status of the ICT infrastructure was a high priority task in 2021. For assessing the current
situation and to create clear priorities for the forthcoming years a Cloud roadmap project was
performed during the second half of the previous year with support from Microsoft.

The main assumption was the heavy dependence of the IT operations on the on-premise
infrastructure. Most of workloads and infrastructure services are on-premise and require intensive
operations care. Considering the small ICT team, it requires a significant portion of availability to be
spent on maintenance and not enough capacity available for innovation and modernization.

Maijor priority for European Schools is to minimize the on-premise infrastructure, moving the core
services and workloads to Azure cloud. The guiding principle is to utilize as much Platform as a Service
(PaaS) and Service as a Service (SaaS) solutions as possible to minimize operations cost and to
increase efficiency. This principle in the proposed Roadmap is extended to achieve the efficiency as
fast as possible, prioritizing cloud foundation, cloud operations and modernization activities.

A special focus has been placed on the Identity and Access Management (IAM) where the
modernization is a high priority activity both for improved efficiency but also reinforced security
reasons.

See Annex 1 for the executive summary of the results of the Cloud Roadmap project and the roadmap
proposed. Some of the proposed actions are already under execution.

During 2021 the focus for the System and Networks team was on the ongoing projects, on the further
strengthening of the technical infrastructure and on the business continuity. Special attention has been
paid to the assessment of existing solutions, simplification when possible and documentation and
processes standardization. In addition, there was a special focus on communication improvement.

Based on the reviewed prioritisation of projects the System and Networks Sub-Unit focussed on:
» the migration to EURESC.EU project,

» the strengthening of the network security and infrastructure,

» data centre improvements,

8/59 2022-01-D-83-EN-3
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» Hyper-V Migration,
» Patch Panel rooms and warehouse clean up, organization and material preparation for disposal.
» Reinforcement of the Azure cloud environment

» Improvement of the protection against phishing attacks

3.1 Migration to EURSC.EU

Concerning the migration from EURSC.ORG to EURSC.EU a roadmap describing all essential steps
was developed and discussed within the ICT ADMIN Group and with the Directors of the 13 schools.
The objective was to migrate all the schools by the end of 2019.

Even though this objective was not achieved during 2021, substantial progress could be made during
Q4 due to the improved cooperation between the System and Networks Sub-Unit, IT Local teams of
the schools and ICT Secretariat. For facilitating the project and deblocking the communication a
dedicated project manager has been assigned to the project. The road map has been reviewed and
the reporting improved. A dedicated collaboration channel has been created for facilitating
communication between the schools and the ICT unit at the OSG. If this close cooperation continues,
should allow the finalisation of the project in 2022.

3.2 Network Security and Infrastructure

The second focus was on the system and network security. The modernisation of the networking
infrastructure initiated during the previous years was continued. New Wi-Fi equipment was acquired
but finally not implemented on the 3™ floor at OSG during 2021.

Several assessments projects have been initiated with external support, such as MS Teams
Governance, MS Teams Migration, Telephony Migration, ASA Firewalls replacement, Junipers
Migration among others, with the goal of identifying weakness areas, simplifying when possible and
for creating detailed plans for the necessary updates and the forthcoming Cloud Roadmap.

The Microsoft Premier contract and external consultancy played a significant role in 2021, providing
expertise and support when it came to incident resolution and in terms of additional human resources.

9/59 2022-01-D-83-EN-3
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3.3 Data Centre Improvements

The data centre was severely affected during the end of 2020 and later in 2021 by several major
incidents, such as the total failure of the cooling equipment and a fire incident. Both cooling cabinets
failed simultaneously which resulted in the loss of several servers and services which were recovered
thanks to the implemented fail-over solutions.

For avoiding future incidents, the overall data centre solution has been reviewed and a project for
improving the data centre environment concluded in 2021 with the following tasks:

» Replacement of the failed cooling cabinets with new cooling units.

» Securing the power supply by installation of new UPS solution (the old UPS equipment was
decommissioned)

» Floor elevation allowing improved cooling of the equipment
» New solution for server room environment monitoring and alarming solution (Absoluta)
» New contract for data centre support (Distecable)

» Electrical Generator at roof top was put back into service and synchronised with the rest of the
electrical installation

» New Fire Extinguish system installation

» Power re-distribution in racks (Main power + UPS)
As part of this project, the former UPS system was decommissioned and part of it re-used to provide
power in case of power cut to the Access System used for reding the entrance badges in the OSG.
3.4 Hyper-V Migration

As part of a project renovation, our virtualized environment and all Virtual Machines were migrated to
the Hyper-V infrastructure to standardize and harmonize it. The number of physical machines was
reduced causing a positive impact by decreasing power consumption on the Server Room. Our virtual
machines were distributed among eight Hyper-V physical machine in our Server Room (from
EUOSGHPV01 to EUOSGHPV08).

10/59 2022-01-D-83-EN-3
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As part of this project, the former Blade Servers supporting these Virtual Machines were un-racked
and decommissioned with the aim of free up space on the Server Room at OSG.

3.5 Patch Panel rooms and warehouse clean up, organization and material
preparation for disposal

All the patch panel rooms, and warehouse were cleaned and tidied up following the regulations and
normative applicable. All the material (cable, connectors, monitors, blades, servers, projectors, etc)
was classified and organized for having a better visibility and make it easier to find. In that way,
unnecessary accident can be avoided.

On the other hand, all the old and useless material was identified and moved to a temporary room on
the —1 floor at OSG. A company was appointed to remove the material and destroy it according to
GDPR regulations and sustainable material disposal normative.

3.6 Reinforcement of the Azure cloud environment

With the aim of providing a better environment and meet all SAP Team requirements, eight new
servers (3 Linux and 5 Windows machines) were deployed in our cloud solution (MS Azure) to support
the entire SAP infrastructure used in our EURSC domain.

In addition, a new subscription for OSG-SAP was purchased and will cover SAP machines for 3 years
and will be based on monthly payments.

3.7 Improvement of the protection against phishing attacks

On November 2021 European Schools was targeted by a phishing attack with the aim to harvest user
credentials and user accounts. The attackers were able to compromise one of the accounts, collect all
the email addresses associated with it and start spreading a phishing email. Therefore, once phishing
email entered EURSC.EU environment, entire organization was exposed and if someone who
received this e-mail clicked on the link provided, then the phishing started spreading to other users in
the organization and so on and so forth.

Attackers used student and teacher’s domain emails (Schoale.eursc.eu & Teacher.eursc.eu) which
provoke phishing email were identified as legitimate by Exchange Online Protection, allowing them to
enter EURSC.EU environment. The origin of the phishing attack was identified in MOL (School), all
the entry points were from this school and majority of the users affected also belong to MOL.

11759 2022-01-D-83-EN-3
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Phishing attack was stopped by blocking on our Exchange the URLs and email addresses which
entered the environment, resetting passwords in all the compromised account and user devices. As a
precautionary measure all O365 user passwords has been reset int the whole ES system including
pupils, teachers, and admin staff.

As a preventive measure, scanning script is running on a weekly basis to identity potential account
threats so respective Local IT teams can be alerted to take immediate action on the accounts identified.

4. Development and Statistics Sub-Unit

4.1 School Management Administrative Application (SMS)

SMS is a business-critical service where strong governance is required when it comes to change
management. It has been requested to build an organizational structure to coordinate all changes
directly or indirectly affecting the SMS solution.

In June 2021, SMS Change Advisory Board (CAB) has been introduced.

This board is responsible for analysing, prioritizing, approving, or refusing, and coordinating,
documenting, and informing all changes that might affect the SMS solution.

The CAB meetings are done in a recurrent cycle and after decisional meeting such as the Board of
Governor especially when decision could affect SMS. However, the CAB might be consulted at any
working group or board when SMS change is required.

CAB might consult several Subject Matter Expert to have additional information, rules, or any support,
e.g.: OSG BAC Unit, OSG PEDA Unit, OSG ACCOUNTING Unit, OSG DPO, Experts / Working Group
or Partners.

CAB can request assistance and validation from User Group Representative composed of:
e Director's representative(s)
e SMS Super Key Users (SKU) and relevant key users
o IT representative(s)

e Primary teacher representative(s)

12/59 2022-01-D-83-EN-3
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e Secondary teachers' representative(s)
e Parent representative(s)
e Student representative(s)

Below the full structure:

SMS Change Advisory Board

| CAB Owner CABMembers
© " subject Matter Experts i -
User Group Representative
% 2 School member | Service Owner
05G BAC Unit 0SG PEDA Unit ! Coule), De
| Mener SKU SMS IT Represensative
i
o 0sGICT Sarviceg —
% % | Desk Member
0SG Accounting Unit 0sG aecut{re‘ Coordinator- |
nit
Director's g Student's %
0SG DPO Experts % B o o 7T7 77777 o
b Services and Operations Staff
[ | [ . 2 Q Teacher's Representative 2 Parent's 2
e ! 05G ICT Dev cell O5C ICT Service: 0sG ICT ?yslem Primary + Secondary Representative

Desk cell cel

The IT Admin Group gave a favourable opinion on the proposals and the methodology expressed
above and gave the mandate to establish the proposed CAB with immediate effect.

Thanks to the introduction of MDM/CEA project, Brussels schools were invited to not create any parent
/ student directly on SMS. As a result, data entered by the parents through the enrolment folder
(MDMCEA project) were directly sent to SMS for creation/modification.

As the non-Brussels schools are gradually will be joining the MDM/CEA project, creation of identities
in SMS will no longer be supported. Accordingly, the data and information architecture will be
centralized around MDM, the data governance will be reinforced, and high data quality will be
reassured.

4.2 Statistics Platform — SAP Business Objects — Power Bl

During the past year, several Dashboards and reports have been created with Power BI tool, both for
the MDM/CEA project and also to display the COVID cases in the schools. As these first tests with
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Power Bl were conclusive, Power Bl could be an alternative to SAP Business Objects. So, it has been
decided to investigate further in Power BI for the coming months.
In parallel, the SAP BO (Business Objects) statistics platform was still adapted regularly to audit

missing encoded data in SMS.

4.3 Collaboration platform for administrative activities (SharePoint
intranet, SharePoint)

0SG

The existing sites were maintained and updated.

The site of Deputy Secretary General and Central Administration Unit were introduced
Schools

Some schools are continuing to develop the SharePoint intranet to better meet the need of sharing
administrative resources.

4.4 NEW ALTEE Application

New ALTEE is a .NET application stored on-premises used to create external contacts and temporarily
SCHOLEA users exclusively managed by the Central Office.

The application was modified during 2021 to make it compatible with the New DOCEE application. To
achieve this, some functions has been deactivated and deprecated after the migration from DOCEE
to New DOCEE. The communication for user management between NewAltee and New DOCEE is
done via XML file.

In the future, the usefulness of the application will be re-evaluated.

4.5 Development of an Application for the Differential Adjustment

In 2019, the Accounts Unit raised the issue of the need for a new application for the Differential
Adjustment Sub-Unit in order to replace a 20-year-old Microsoft Access application. Further to that
request a thorough analysis of the operational requirements was made.

14 /59 2022-01-D-83-EN-3
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Following that analysis, a Web-based application was proposed and developed, which incorporates
the most important and the most frequently used functionalities of the old application and adds some
new functionalities that contribute to its ease of use and to a reduction in the workload.

In that context, it was decided to opt for an in-house customised development, in the form of a Web
portal with SSO, where all the information (data and documents) that was previously distributed across
several systems is grouped together. That will also facilitate the sharing of documents between the
OSG's Differential Adjustment Sub-Unit and the administrative staff of the schools since they will also
have access to this application. Finally, this will also ensure greater transparency vis-a-vis the schools
since they will be able to monitor the status of each case without having to contact the OSG.

After a pilot phase with the schools of Karlsruhe and Varese during the summer months of 2021, in
September 2021 the web-application, henceforth called Taxbox, went live for all schools. Feedback
from the schools and the OSG Tax Cell has been overwhelmingly positive.

4.6 Identity Synchronisation (MIM Project)

As is the case each year, the change of school year in SMS (done in mid-July 2021) led to the creation
of new teacher and student accounts and the updating of all the appropriate lists.

The support the project, the contract with the Predica company was extended in order to allow day-to-
day assistance to be provided for synchronisation of data in a test environment and performance of
qualitative tests.

Thanks to the smooth operation of the Data Warehouse, to the use of the test environment and to the
contribution of all IT teams, the beginning of the 2021-2022 school year and the creation of TEAMS
2021 were able to start without major problems.

4.7 MDM - CEA Project

The development project started in September 2020 with Microsoft as the main provider and partner.

The Microsoft team was composed of functional consultants from France and a technical team from
India.

The methodology used by Microsoft (SureStep) imposed the following phases:

» Solution Modelling: Fit-gap analysis and alignment on the project scope
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» Build phase: Analysis, Design, Development, Testing

» Deployment: preparation to Go-Live

To avoid a pure Waterfall approach, Microsoft was asked to use an Agile-Scrum methodology during
the Build phase. This to ensure increasing the user feedback and to guarantee a design as close as
possible to our needs.

The complexity of the feature was such that it was necessary to extend the project in order to add
more iterations (Sprint) of development. The solution has been developed considering only the Must-
Have features.

Training was given to the secretaries in charge of school enrolment in the 6 Brussels sites.

A pilot was carried out during the In-Year campaign to allow the team to propose the new experience
to parents.

The pilot ended at the end of the year and allowed to collect via a survey the last feedback in order to
finalize the last adjustments. The go-live was performed as originally planned in January 2022.

Most of the resources of the Development team were invested in this project which can be considered
as a major digitalisation project. This solution is proposed to be extended to all the schools of the ES.

5. ServiceDesk Sub-Unit

In total 9704 tickets have been sent by the ICT departments of the schools, the personnel of the OSG,
the national inspectors, and the heads of delegation. This represents an 11% decrease compared to
2020, but with decreased, 75% staffing available. Most of the support request were concerning the
different procedures in the latest version of SMS, continued homeworking due to the lockdown caused
by the Covid-19 pandemic as well as the incidents in the data room.

16 /59 2022-01-D-83-EN-3
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ES ICT SERVICEDESK EMAILS 2021
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Other principal areas of activities of the ICT ServiceDesk were:

The logistical and technical support for different in situ meetings in the offices of the OSG.

A\

The technical support for the use of the new SharePoint sites of the schools, which have been
created to facilitate the access to the documents of the Administration Boards of the schools.

The preparation of the deployment plan of the new licenses of Microsoft Office 365.
Supporting the different users and stakeholders in the creation and use of MS Teams.
Providing support for the different meetings that had to be done remotely due to lockdown.

Assisting the Digital Pedagogy Assistant.

YV VYV V V V

Creation of special policies for Microsoft Teams to cater for the specific needs of the schools
and the OSG.

The ICT Servicedesk is an active participant in the SMS Change Advisory Board.

The ICT Servicedesk was involved in the project of the latest version of DOCEE and in the
support of its users.

During 2021 a new ticketing solution (Freshservice) was introduced at the ServiceDesk. This solution
has replaced the email-based support and also the SCSM based support has been gradually
transferred to the new ticketing solution. Accordingly, all ICT support will be concentrated to one central
solution with a one clear entry point. The new solution provides new features which better supports
the ITIL methodologies and makes possible for the ServiceDesk to streamline and improve the ICT
support. For instance, the statistical reports provide above (based on two different solutions) will be
replaced next year with much more informative and clear reports.

Finally, the ICT ServiceDesk provided the necessary support for the different projects of the other cells
of the ICT & Statistics Unit.
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IV. From 2022 onwards — ICT plan 2022

1. ICT Strategy: ICT Governance Group

The Strategy Group will continue to give guidance to the OSG and in particular the ICT Unit. It will
have to follow the continuation of ‘Data Governance Concept’ started in 2020 that contains the different
projects which were approved by the Board of Governors in April 2020. The MDM/CEA project
successfully completed in 2021 has to be extended to the other Schools which were not involved in
the initial project.

Moreover, the Strategy Group will also support the ICT Unit in the ongoing efforts for improving the
overall IT-service quality as well as for providing better efficiency and end user satisfaction.

The tables below in chapter V. are referring to the corresponding operational objectives defined in the
Multiannual ICT Plan (2022-02-D-6-en-2 Proposal for the Multi-Annual ICT Plan of the European Schools —
2022-2026).

2. Common projects for the ICT Unit at the OSG

For improving the efficiency and the quality of services provided by the ICT Unit a number of projects
will be conducted primary at the unit level but also in collaboration with the IT staff at the schools.

2.1 Improvement of the IT Service Management

During 2021, the methodology used for project management has been in focus and the PM2
methodology has been introduced. During 2022, focus will be on improving the methodologies and the
toolset used for IT service management. Additional trainings are planned for improving furthermore
the competency in the ITIL framework.

Corresponding operational objectives from the Multi-Annual ICT Plan:

15 Improvement of the incident and problem Clear, well-defined process description
management processes used on daily basis

1.7 IT Service management based on ITIL best practices | Implemented central ITIL processes
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2.2 Improving Planning and Prioritisation

A new toolset has been introduced at the end of 2020 for managing and communicating IT plans. This
toolset was used for supporting agile methodologies and planning. The goal is to continue improving
the methodologies and to enable more granular information management, sharing plans and priorities
with stakeholders but also for enabling necessary follow-ups and measuring goal efficiency.

1.7 IT Service management based on ITIL best practices | Implemented central ITIL processes

2.3 Improving Communication and Collaboration

Communication and collaboration with all stakeholders is crucial for being able to provide highly
efficient IT services and support. Several steps have been taken during 2021 for achieving a general
improvement of the communication between the ICT unit and its stakeholders. Most notably, improved
communication with the IT technicians at the schools, improved project management, inclusion of
stakeholders in Change Management. This work will continue in 2022.

6.1 | Develop ICT communication strategy Communication strategy in place and
used

2.4 IT and Information Security

From start in 2021 the IT and information security management at the ES has received highest priority.
This area has been pointed out by several different auditors as being at a considerable risk. During
2021:

» The protection against phishing attacks has been improved.
» Collaboration on IT security matters with EU Cert has been initiated.

» An IT Security project has been initiated for a generic IT Security assessment by an
independent third party. This assessment is currently under execution.

As the follow up on the IT Security assessment, the following steps will be carried out during 2022:

» Evaluation of the results and recommendations from the ongoing IT security assessment.
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» GAP analysis of the IT security after which a new IT security roadmap will be formulated.
» Stepwise reinforcement and improvement of the general IT security at the ES and the OSG.
4.1 | Perform an independent, third party conducted IT- | Assessment report evaluated and followed
Security assessment up.
4.2 | Implementation of the identified action Action points and recommendations have
points/recommendations been acted upon
4.5 | Develop an ICT risk register ITC risk register introduced and updated
regularly
4.6 | Introduce the Zero trust security model New security model introduced and used

3. System and Networks Sub-Unit

In 2022, the System and Networks Sub-Unit will tackle the ongoing projects envisaged in accordance
with the revised list of priorities. Major goals will be to finalise the projects which have been running
for several years such as the migration to the EURSC.EU domain, Wi-Fi installation on the 3™ floor at
OSG, and to renovate the infrastructure to avoid having material and services in End of Support (EoS)
and/or End of Life (EoL).

The migration to some services to the Cloud and the Azure Roadmap will continue, with the
multiplication of services provided in the Azure environment and Office 365, which is the European
Schools main collaboration platform for education. Restoration of DPM and adding a secondary
backup solution (as Azure Backup), IT Security Audit, Domain Controllers migration, SQL Licenses
upgrade and migration and hardware replacement, ASA Firewalls replacements and the Exchange
migration (finally decided to be on-premises) are the projects with the highest priority.
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In addition, along 2022, System and Network Team will also work on MS Teams Governance and
migration, Telephony migration, Juniper migration to Cisco ISR, Storage replacement (new DELL NX),
new Archive installation and configuration (for DPM, DFS and Exchange), OSG CORE Switch
extension on Server Room, DPM migration, DFS migration and replacement of all the switches in our
patch panel rooms. The detailed roadmap for the System Sub-unit:

Epic eC 21 JAN-MAR APR-IUN wL-sep ocT-bEc JAN -MaR 23

> [ 5v5-20 Consolidate the server room cone [N
> @ S¥s-2 Migration to the new HyperV infrastructure DONE
> B sys-4 Migration of Exchange 2013 to 2016 _
> B Sys-11 Data cleaning _
> B Svs-86 SQL Modemization _
> [ 5v5-119 MS Team Governance [ ]
> B 5Ys-127 Domain Controlier Migration —
> B 55158 IT Security Assessment
SY5-159 Azure Cloud foundation with MS ]
SY5-160 STB to Teams migration _
SYS-164 Cloud security with MS I
> £ Y5165 ICS Integrator Upgrade and yearly Health Check ]

Documentation and knowledge sharing will be an important milestone for the team although service
continuity is the main goal.

Corresponding operational objectives from the Multi-Annual ICT Plan:

1.1 Introduce monitoring solutions for ICT systems and | Monitoring solutions in place and used on
services daily basis

1.2 Minimize the number of incidents and service A baseline will be implemented and used.
disruptions Definitions in place for incident and

disruption levels acceptable for the

stakeholders.

1.3 | Refactoring and reinforcing backup solutions Reliable and tested backup solutions in
place
15 Improvement of the incident and problem Clear, well-defined process description
management processes used on daily basis
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4. Development and Statistics Sub-Unit

4.1 School management administrative application (SMS)

MySchool's contract ends at the end of 2023, it is planned to prepare the next call of tender by
describing the technical specifications expected for the replacement of SMS.

Various SMEs (Subject Matter Experts) covered by SMS will have to meet in order to clarify our
expectations.

In the meantime, the CAB will ensure change requests and business continuity of the service.

1.8 | Develop and maintain a coherent enterprise The architecture is up to date.

architecture. Interoperability of different solutions is

improved and optimized.

4.2 Statistics Platform — SAP Business Objects — Power Bl

During 2022, an analysis will be continued to determine whether Power Bl could cover all statistical
needs and check the security aspects. If so, Power Bl could be a potential successor for SAP BO
Business Objects.

1.9 | Strengthen Bl governance for improving reporting, | Data quality control solutions are
decision making and sharing statistical data implemented.

4.3 NEW ALTEE application

An analysis will be made to determine whether the New ALTEE application is still necessary or whether
it needs to be replaced or to evolve in order to suit new requirements.

4.4 Identity synchronisation (MIM project)

The Predica company's assistance will be required to complete the 2022-2021 school year transition
successfully.
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Alternatives to the robot are being analysed but it is too early to draw any conclusions.

The robot being inter-dependent of on-premise solutions (E.g. Exchange, AD, SQL), it will be
necessary to wait for the migration of these on the cloud to foresee the replacement and the
modernization of the robot in a long-term solution.

1.8 | Develop and maintain a coherent enterprise The architecture is up to date.
architecture. Interoperability of different solutions is
improved and optimized.

4.5 MDM-CEA project

A maintenance contract has been set up with supplier (Predica) in order to temporarily reinforce the
technical team to provide support during the registration peak.

The maintenance structure has been defined at 4 levels:

1. The parent contacts the school of his or her first preference managed by the school secretary
2. In case of technical issue, the problem is escalated to the CEA secretary of the Central Office
3. If needed, the problem is escalated to the Development team of the Office for treatment
4

If requested, the problem can be escalated to the Predica team with Microsoft support

Over 1900 enrolment requests have been submitted via the new online form connected to the MDM
solution and are being analysed by the Brussels school secretaries (pedagogical review).

Thereafter, analysis of the OSG Central Enrolment Authority Unit (CEA) will be performed (random
ranking, simulation of places and proposal to parents), then the data will be sent to SMS for
creation/modification of parent/student data.

The solution is constantly being re-evaluated thanks to the feedback received.

A project order will be put on the table of the next GT IT Admin group to address the inclusion of the
non-Brussels schools into this project

1.8 | Develop and maintain a coherent enterprise The architecture is up to date.

architecture. Interoperability of different solutions is

improved and optimized.
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4.6 Maintenance of and improvements to the application for the differential
adjustment cell: TaxBox

Some improvements and bug-fixes are on the schedule for 2022. One particular challenge for this
application in 2022 will be a change of its data-provider. CIPAL, the social secretary responsible for
calculation of all salaries, which feeds necessary HR data to the application, is scheduled to be
replaced in April 2022 by SAP HCM. This replacement means that certain interfaces will have to be
rewritten.

4.7 Replacement of CIPAL

The services of CIPAL, a Belgian inter-municipal ICT service provider for public authorities, are used
to calculate the salaries of seconded staff. CIPAL's replacement has an impact on a major existing
application called PERSEE, that will need to be adapted. We will also help the SAP team by providing
technical and functional assistance, as well for migration of the data and interface integration with
other IT systems. This replacement is scheduled for April 2022.

5. ServiceDesk Sub-Unit

During 2022, the Service Desk Sub-Unit will conduct a project for improving the efficiency and the
quality of the services provided by the Sub-Unit. The project will focus on the following tasks:

» Further training the staff members in the employed ITIL methodology
» Overview and improvement of the routines and processes currently in use

» Configuration and introduction of tools for communicating system statuses that will be made
available to the stakeholders.

15 Improvement of the incident and problem Clear, well-defined process description
management processes used on daily basis

1.7 IT Service management based on ITIL best practices | Implemented central ITIL processes
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V. ICT and Data Protection

Being compliant with the GDPR requirements remains an objective of utmost importance in the ICT
area since it came into force and will continue to do so in 2022.

The ICT Unitinvolves the Data Protection Officer (DPO) of the OSGES in new projects from the outset,
in order to design new applications in line with the requirements of the GDPR. For continuously
ensuring the GDPR compliance and the data governance, bi-weekly meetings are conducted between
the DPO and the Head of Unit ICT and Statistics.

Moreover, in the context of the renewal of existing contracts and the drawing up of new contracts with
external suppliers, it needs to be ensured, in cooperation with the DPO and the Procurement Sub-
Unit, that these contracts comply with data protection standards required by the GDPR.

VI. Staff situation of the OSG ICT Unit

Head of Unit ICT

The vacant function of Head of Unit ICT has been successfully filled from September 2020 with
secondment from the Swedish authorities.

System and Networks Sub-Unit

The System and Network Sub-Unit is composed of one Head of Sub-Unit and three functions of
System Engineer.

During the year of 2021, the System and Network Sub-Unit has been suffering by a high level of sick
leaves which had negative impact on the operations of the System Sub-Unit. The Head of Sub-Unit
position has been vacant since February 2021. It was not yet possible to recruit a new Head of Sub-
Unit.

Due to the successful System Engineer recruitment it was possible to hire a system engineer for a
permanent position (previously on temporary contract). For reinforcing the System and Networks Sub-
Unit a system engineer has been hired from September 2021 on a temporary contract.
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Development Sub-Unit

The Development Sub-Unit is composed of one Head of Sub-Unit and in total four functions of
Developer.

The Head of Sub-Unit left the ES in May 2021 for retirement. After the recruitment process the Head
of Sub-Unit has been awarded to one of the developers (ICT Assistant Development). Accordingly,
currently there is 1.0 FTE vacancy position at the Development Sub-Unit. The recruitment process for
filling this vacancy was recently initiated.

Servicedesk Sub-Unit

The Service Desk is composed of one Head of Sub-Unit and three ICT technicians. The function of
head of Sub-Unit was filled in spring 2019.

One of the three technician left in January 2021 for a one-year unpaid leave for private reasons. This
position was not possible to be filled. After the unpaid leave period, the technician decided not to return
to the European Schools. Currently there is a 1.0 FTE vacancy for an ICT Service Desk Technician.

ICT Secretariat

The ICT Secretariat is composed of two secretaries (1.5 FTE) who - besides their ordinary secretary
tasks - took over a lot of coordinating tasks and are deeply involved in the establishment and execution
of the annual ICT budget.

Details of these different functions are:
» Active participation in management, and follow-up of the ICT budget expenditure.

» Management of purchases, orders, IT invoices of the BSGEE in compliance with the financial
regulation for ICT.

> SAP FMY roles.

» Collaboration with the Accounting Unit for the elaboration of specifications related to IT public
contracts and active participation in procurement procedure.

» Management and follow-up of contracts with the various suppliers.
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» Assisting the HoU in the IT Admin WG and IT Technicians meetings.
» Participation in elaboration and drafting of the annual ICT report.

» Contact point for suppliers (NTT, Microsoft, Proximus, Belnet, etc.).
» Project Management and follow-up of various projects.

» Project Support Office - facilitation of the daily work of the project team members so that they
comply with the local administrative, procedural, and budgetary requirements of the
environment we are working in.

The following table gives an overview on the current staffing of the ICT Unit:

Function Organogram  Effectives Remarks
01.01.202  31.12.2021

Head of Unit 1.0 1.0

ICT Assistant to the SG 20 1.0 Head of Sub-Unit
1.0 vacancy

ICT Assistant System 3.0 3.0

ICT Assistant Development 4.0 3.0 1.0 vacancy

ICT Assistant Service Desk 1.0 1.0 Head of Sub-Unit

ICT Technician Service Desk 3.0 2.0 1.0 vacancy

Secretary 1.5 1.5

Total 15.5 12.5 3.0 vacancies

The ICT-unit is suffering from recurrent staffing issues which has negative impact on the performance
of the ICT unit and the possibility to provide reliable, secure, and high-quality IT services.
This has been noticed and described in the 2018-2022 IT Plan of the European Schools*. Due to the
current high demand for IT professionals on the labour market, this situation persists. The main
challenges are:

» High number of vacancies difficult to fill

» Difficulties to attract and keep the required IT competencies

42018-01-D-79-en-3
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VIl. Distribution of ICT hardware in the schools on
31/12/2021

Table 1 — IT inventory of the schools on 31/12/2021

PC + LP = number of personal computers and laptops; BEA. = number of beamers; TBI = number of tablets

I Matériel dans les I Materdslidansiles I I I I
o e classes ICT/HORS Pédagogique Administratif TOTAL
CLASSES
Ecole Niveau PC+LP | BEA | TBI | Pc+LP | BEA | T8I | PC+LP | BEA | 7BI | Pc+LP | BEA [ 7BI | PC+LP | BEA | TBI
Mat. &
_ Prim. 56 | 26 | 90 11 ol ol e 26 | 90
Alicante Secondaire 71 46 90 44 10 o | 115 56 90 237 84 | 480
Total 127 72 | 180 55 10 | o 182 82 | 180 55 2] o
Mat. &
Prim. 25 1 0 52 1| 49 77 2 49
Bergen Secondaire 125 14 18 76 2 1] 201 16 19 307 18 70
Total 150 15_| 18 128 3 | 50 | 28 18_| 68 29 0] 2
Mat. &
Prim. 238 1 0 31 1 o| 269 2 0
Brussels | ["secondaire 366 | 28 0 49 3| o] 415 31 0 826 33 0
Total 604 29 0 80 4 0 684 33 0 142 0] o
Mat. &
Prim. 163 | 63 15 10 2| o] 73 65 | 15
Brussels Il |5 condaire 126 | 101 30 48 3| 5| 174 104 | 35 398 | 171 | 53
Total 289 | 164 | 45 58 5 5 347 | 169 | 50 51 2] 3
Mat. &
Prim. 139 o] 105 8 ol 5| 147 0 110
Brussels ll 1" g ondaire 309 | 40 | 80 23 0| o] 332 40 | 80 543 45 1 190
Total 448 40 | 185 31 0 5 479 40 | 190 64 5[ o0
Mat. &
Prim. 181 0| 120 22 ol o] 203 0 129
Brussels V' ["secondaire 384 94 0 82 1 5 | 466 95 5 720 95 | 134
Total 565 94 | 120 104 1 5 669 95 | 134 51 0] o
Mat. &
Prim. 163 | 20| 75 11 1 o 174 21 75
Francfort I g condaire 183 61 20 75 2 5 | 258 63 25 470 85 | 403
Total 346 81 95 86 3 5 432 84 | 100 38 1] 3
Mat. &
Prim. 81 22 15 26 ol 110 | 107 22 | 125
Karlsruhe [ g condaire 128 42 | 105 103 3 0| 231 45 | 105 409 70 | a4
Total 209 64 | 120 129 3 | 110 | 338 67 | 230 7 3] 1
Mat. &
Luxembourg Prim. 205 | 100 | 200 24 2| o] 22 111 | 200 s | s
I Secondaire 358 | 198 | 98 39 3| o] 397 | 201 | 98 305
Total 563 | 307 | 208 63 5 0 626 | 312 | 208 100 4] 7
Mat. &
L uxembour Prim. o3| 83 0 13| 12| 26| 286 95 | 26
9 802 238
I Secondaire 341 | 130 | 60 69 4| 5] 410 134 | 65 9%
Total 614 | 213 | 60 82 16| 31 696 | 229 | o1 106 9] 5
Mat. &
ol Prim. 100 | 31 1 4 2 1| 104 33 2 267 %
o Secondaire 122 |42 3 13 7 0| 135 43 7 6
Total 222 73 5 17 3 1 239 76 6 28 2| o
Mat. &
Munich Prim. 240 | 85 0 44 1| 633 | 284 86 | 633 801 206
unic Secondaire 292|108 0 138 12 | 73 430 120 73 706
Total 532 | 193 | 0 182 13 | 706 | 714 | 206 | 706 87 o o
Mat. &
Prim. 72 | 39 0 11 1] 27| s 40 | 27
Varese Secondaire 138 |76 0 39 0| 17 | 177 76 | 17 286 | 116 | 4y
Total 210 | 115 | 0 50 1 44 | 260 | 116 | 44 26 0] o
Mat. &
Prim. 1936 | 480 | 630 267 23 | 851 | 2203 | 503 [ 1481
ota Secondaire | 2943 | 980 | 505 798 4| 111 | 3741 | 1024 | 616 &y 30 | 39 | 6792 | 1557 | 5158
Total 4879 | 1460 | 1135 | 1065 67 | 962 | 5944 | 1527 | 2007
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Table 2 - Pedagogical hardware rates on 31/12/2021
Table 2 ICT Pedagogical equipment ratios

| Equipement | Nombre d'éléves par
pédagogique 2021 appareil 2021
Niveau Nombre
Ecole d'éléves 2021 | PCs | Beam. | TBI PCs Beam. TBI
Mat. & Prim. 433 67 26 90 6.5 16.7 4.8
Alicante Secondaire 630 115 56 90 5.5 11.3 7.0
Total 1063 182 82 180 5.8 13.0 5.9
Mat. & Prim. 203 77 2 49 2.6 101.5 4.1
Bergen Secondaire 326 201 16 19 1.6 20.4 17.2
Total 529 278 18 68 1.9 29.4 7.8
Mat. & Prim. 2045 269 2 0 7.6 1022.5 0.0
Brussels | Secondaire 2191 415 31 0 5.3 70.7 0.0
Total 4236 684 33 0 6 128 0
Mat. & Prim. 1550 173 65 15 9.0 23.8 0.0
Brussels Il Secondaire 1974 174 104 35 11.3 19.0 56.4
Total 3572 347 169 50 10.3 21.1 71.4
Mat. & Prim. 1216 147 0 110 8.3 0.0 11.1
Brussels lll Secondaire 2078 332 40 80 6.3 52.0 26.0
Total 3294 479 40 190 6.9 82.4 17.3
Mat. & Prim. 1190 203 0 129 5.9 0.0 9.2
Brussels IV Secondaire 1912 466 95 5 4.1 20.1 0.0
Total 3102 669 95 134 4.6 32.7 23.1
Mat. & Prim. 746 174 21 75 4.3 35.5 9.9
Francfort Secondaire 832 258 63 25 3.2 13.2 33.3
Total 1578 432 84 100 3.7 18.8 15.8
Mat. & Prim. 454 107 22 125 4.2 20.6 3.6
Karlsruhe Secondaire 450 231 45 105 1.9 10.0 4.3
Total 904 338 67 230 2.7 13.5 3.9
Mat. & Prim. 1483 229 111 200 6.5 13.4 7.4
Luxembourg | Secondaire 1813 397 201 98 4.6 9.0 18.5
Total 3296 626 312 298 5.3 10.6 11.1
Mat. & Prim. 1170 286 95 26 4.1 12.3 45.0
Luxembourg Il Secondaire 1518 410 134 65 3.7 11.3 23.4
Total 2688 696 229 91 3.9 1.7 29.5
Mat. & Prim. 278 104 33 2 2.7 8.4 139.0
Mol Secondaire 476 135 43 4 3.5 11.1 119.0
Total 754 239 76 6 3.2 9.9 125.7
Mat. & Prim. 746 284 86 633 2.6 8.7 1.2
Miinich Secondaire 1315 430 120 73 3.1 11.0 18.0
Total 2061 714 206 706 2.9 10.0 2.9
Mat. & Prim. 539 83 40 27 6.5 13.5 20.0
Varese Secondaire 765 177 76 17 4.3 10.1 45.0
Total 1304 260 116 44 5.0 11.2 29.6
Mat. & Prim. 12053 2203 503 1481 5.5 24.0 8.1384
Totals Secondaire 16280 3741 | 1024 | 616 4.4 159 | 26.429
Total 28333 5944 | 1527 | 2097 4.8 18.6 13.5
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Table 3 (schools classified according to the number of pupils per device) classifies the schools
according to their pupils per PC, pupils per beamer and pupils per interactive whiteboard ratios.

Table 3 Schools sorted by pupils/device ratio

Eléves
Eleves par par Eleves
Ecole PC Ecole beamer Ecole par TBI
Bergen 1.9 Mol 9.9 Bruxelles | 0
Karlsruhe 2.7 Munich 10 Munich 2.9
Munich 2.9 Luxembourg | 10.6 Karlsruhe 3.9
Mol 3.2 Varese 11.2 Alicante 5.9
Francfort 3.7 Luxembourg |l 11.7 Bergen 7.8
Luxembourg Il 3.9 Alicante 13 Luxembourg | 11.1
Bruxelles IV 4.6 Karlsruhe 13.5 Francfort 15.8
Average 4.8 Francfort 18.8 Bruxelles Il 17.4
Varese 5 Bruxelles Il 21.1 Average 26.8
Luxembourg | 5.3 Bergen 294 Bruxelles IV 27.2
Alicante 5.8 Average 30.2 Varese 29.5
Bruxelles | 6.2 Bruxelles IV 32.7 Luxembourg Il 29.6
Bruxelles Ill 6.9 Bruxelles Il 82.4 Bruxelles Il 71.4
Bruxelles Il 10.3 Bruxelles | 128.4 Mol 125.7

Table 3 - Schools classified according to the number of pupils per device
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Table No 4 shows the development of pupils per PC ratio over the last few years

Table 4 Evolution of the pupil/PC

ratio

Ecole 2010 | 2011 [ 2012 | 2013 | 2014 | 2015 | 2016 | 2017 | 2018 | 2019 | 2020 | 2021
Alicante 5.2 4.8 4.7 4.4 4.1 4.1 4.2 4.3 4.5 4.2 6.3 5.8
Bergen 3.5 3.2 3.8 5.1 2.6 3.1 2.6 2.5 2.9 2.2 2.3 1.9
Bruxelles | 7.1 7.0 6.8 3.1 7.4 7.5 7.2 7.0 6.9 7 4.9 6.2
Bruxelles Il 7.5 6.6 6.8 6.5 5.7 5.7 5.6 7.2 5.7 5.3 54 | 10.3
Bruxelles Il 8.4 8.3 8.2 6.3 7.9 8.2 8.1 7.2 6.7 7.3 7.4 6.9
Bruxelles IV 6.1 6.4 6.5 8.1 6.8 6.9 9.8 5.4 6.6 5.9 4.9 4.6
Francfort 6.5 6.8 6.4 4.2 5.9 5.9 4.8 4.5 4.3 4 3.9 3.7
Karlsruhe 3.2 3.6 3.1 6.0 2.6 2.3 2.4 3.1 3.0 3.1 2.9 2.7
Luxembourg

| 6.6 6.7 5.1 3.0 5.9 6.1 6.5 6.4 6.3 6 5.1 5.3
Luxembourg

Il 8.3 16.2 | 3.5 5.1 3.8 4.0 4.0 4.3 4.4 4.4 3.9 3.9
Mol 4.5 4.7 4.0 3.4 3.2 4.3 3.5 3.5 3.7 2.8 3.1 3.2
Munich 6.6 6.1 5.4 4.0 4.7 4.8 5.0 5.3 4.7 5.3 2.8 2.9
Varese 6.3 6.6 6.1 4.8 6.2 5.8 5.4 5.3 5.2 5.1 4.9 5.0
Average 6.2 6.5 5.3 5.1 5.0 5.1 5.2 4.7 4.6 4.8 4.4 4.8

Table 4 - Development of the pupils/PC ratio
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Table No 5 shows the development of ICT hardware since 2007.

Inventaire de

& PCs Beam. TBI
décembre
2007 3100 482 209
2008 3196 615 330
2009 3630 907 417
2010 3652 1126 587
2011 3812 1317 721
2012 4553 1535 945
2013 4689 1837 1149
2014 4862 1866 1300
2015 4822 1877 1367
2016 4894 1909 1350
2017 4974 1853 1401
2018 5125 1854 1468
2019 6109 1949 1427
2020 6100 1936 1826
2021 5944 1527 2097
Augmentation | 9179 | 216.8% | 903.3%
Augmentation
annuelle
moyenne sur 71% | 16.7% | 69.5%
2007-2021
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Table 5 - Development of the number of computers, beamers, and tablets
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Table No 6 shows the availability of tablets per school and cycle and for the administration of the
schools.

TABLETTES
2019 2020 2021
- Matériel L. - Matériel - - Matériel L.
(l;llaar::r;:; dans les Mz(t::;lel Adm_ini- (l;llaar::r;:; dans les M:‘t)er;lel Adm_ini- gl:r::rlfé dans les Mz(t::;lel Adm_ini-
classes classes classes stration classes classes classes stration classes classes classes stration
ICT ICT ICT
Ecole Niveau TABL TABL TABL TABL TABL TABL TABL TABL TABL TABL TABL TABL
Mat. & Prim. 90 0 0 0 90 0 0 0 90 0 0 0
Alicante Secondaire 90 0 0 90 0 0 90 0 0
Total 180 0 0 0 180 0 0 0 180 0 0 0
Mat. & Prim. 50 0 0 0 0 0 49 2 0 0 49 2
Bergen Secondaire 2 0 1 8 0 1 18 0 1
Total 52 0 1 0 8 0 50 2 18 0 50 2
Mat. & Prim. 0 0 0 2 0 0 0 0 0 0 0 0
Brussels | Secondaire 0 0 0 0 0 0 0 0 0
Total 0 0 0 2 0 0 0 0 0 0 0 0
Mat. & Prim. 30 0 0 1 0 0 0 0 15 0 0 3
Brussels Il Secondaire 0 0 37 30 0 0 30 0 5]
Total 30 0 37 1 30 0 0 0 45 0 5 3
Mat. & Prim. 73 0 0 0 105 0 5 0 105 0 5 0
Brussels llI Secondaire 22 0 0 80 0 5 80 0 0
Total 95 0 0 0 185 0 10 0 185 0 5 0
Mat. & Prim. 107 0 0 2 102 0 1 0 129 0 0 0
Brussels IV Secondaire 0 0 0 0 0 7 0 0 5]
Total 107 0 0 2 102 0 8 0 129 0 5 0
Mat. & Prim. 40 0 0 2 40 0 0 3 75 0 0 3
Francfort Secondaire 0 0 0 20 0 0 20 0 5
Total 16 20 20 2 60 0 0 3 95 0 5 3
Mat. & Prim. 5 85 0 10 15 0 90 12 15 0 110 11
Karlsruhe Secondaire 117 0 0 85 0 0 105 0 0
Total 122 85 0 10 100 0 90 12 120 0 110 11
Luxembourg Mat. & Prim. 140 0 0 0 108 0 0 0 200 0 0 7
1 Secondaire 272 12 0 177 0 0 98 0 0
Total 412 12 0 0 285 0 0 0 298 0 0 7
Luxembourg Mat. & Prim. 0 0 40 6 0 0 40 4 0 0 26 5
I Secondaire 90 0 10 120 0 10 60 0 5
Total 90 0 50 6 120 0 50 4 60 0 31 5
Mat. & Prim. 0 0 1 3 1 0 0 0 1 0 1 0
Mol Secondaire 4 0 0 4 0 0 4 0 0
Total 4 0 5 3 5 0 0 0 5 0 1 0
Mat. & Prim. 0 0 0 4 0 0 489 4 0 0 633 0
Miinich Secondaire 0 0 34 0 0 33 0 0 73
Total 0 0 34 4 0 0 522 4 0 0 706 0
Mat. & Prim. 5 0 0 3 16 0 0 3 16 0 27 0
Varese Secondaire 0 0 5 0 0 5 0 0 17
Total 5 0 5 3 16 0 5 3 16 0 44 0
Mat. & Prim. 540 85 41 33 477 0 674 28 646 0 851 31
Totals Secondaire 597 12 87 614 0 61 505 0 111
Total 1,137 97 128 33 1,091 0 735 28 1,151 0 962 31

Table 6 — Number of tablets-PCs per school from 2019 to 2021
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Table 7 — Graph showing the development of the number of tablets per school from 2016 to 2021
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Development of Budgets

Schola Europaea

2019 2019 2020 2020 2021 2021
. i vl iy y BJggt;aeltlvcv:t-h
School IT budget.sub- Budget Committed Initial Budget w.|th Initial all
categories Budget Budget all gm;ndtlng Budget amending
udge Budget

Alicante 106.660 98.000 115.800 115.800 119.900 119.900
ICT Pedagogy 68.800 71.200 69.400 69.400 69.900 69.900

ICT Administration 31.860 19.800 35.400 35.400 50.000 50.000

ICT Training 6.000 7.000 11.000 11.000 11500 11500

Bergen 127.400 90.093 89.671 89.671 93.000 95.266
ICT Pedagogy 73.200 57.234 55.750 55.750 37.000 36.654

ICT Administration 39.200 32.859 18.561 18.561 40.000 58.612

ICT Training 15.000 - 15.360 15.360 16.000 -

Brussels 1 Uccle 348.400 368.100 499.592 384.850 384.850
ICT Pedagogy 239.700 259.400 294.400 277.150 277.150

ICT Administration 79.700 79.700 176.192 78.700 78.700

ICT Training 29.000 29.000 29.000 29.000 29.000

Brussels 2 Woluwe 220.416 214.392 222.016 279.966 269.212 573.592
ICT Pedagogy 184.650 197.858 189.500 189.500 222.520 442.400

ICT Administration 21.750 10.309 18.500 76.450 32.192 116.692

ICT Training 14.016 6.225 14.016 14.016 14.500 14.500

Brussels 3 Ixelles 306.400 307.152 330.000 365.000 322.990 322.990
ICT Pedagogy 247.250 248.120 233.340 268.340 241.750 241.750

ICT Administration 49.950 56.762 84.660 84.660 66.960 66.960

ICT Training 9.200 2.270 12.000 12.000 14.280 14.280

Brussels 4 Laeken 301.974 306.724 313.310 359.917 266.815 350.985
ICT Pedagogy 185.175 250.091 239.331 239.331 184.550 252.451

ICT Administration 104.799 56.633 61.979 108.586 65.265 81.534

ICT Training 12.000 - 12.000 12.000 17.000 17.000

Frankfurt 139.000 194.912 147.000 147.000 186.000 186.000
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ICT Pedagogy 97.000 158.172 97.000 97.000 124.000 124.000
ICT Administration 37.000 36.740 43.000 43.000 57.000 57.000
ICT Training 5.000 - 7.000 7.000 5.000 5.000
Karlsruhe 113.100 113.100 152.000 152.000 139.500 139.500
ICT Pedagogy 55.100 55.100 56.000 56.000 57.500 57.500
ICT Administration 44.000 44.000 82.000 82.000 68.000 68.000
ICT Training 14.000 14.000 14.000 14.000 14.000 14.000
Luxembourg 1 238.908 247.662 271.719 314.359 313.648 313.648
ICT Pedagogy 196.090 167.100 214.319 214.319 255.495 255.495
ICT Administration 16.708 58.562 36.790 86.790 45.653 45.653
ICT Training 26.110 22.000 20.610 13.250 12.500 12.500
Luxembourg 2 Mamer 278.980 366.921 284.190 453.741 351.580 364.217
ICT Pedagogy 184.640 302.325 179.950 289.568 235.550 224.532
ICT Administration 72.340 64.596 82.240 143.901 94.030 115.528
ICT Training 22.000 - 22.000 20.272 22.000 24.157
Mol 66.500 127.377 64.700 64.700 130.714 239.214
ICT Pedagogy 53.500 111.097 50.700 50.700 104.714 213.214
ICT Administration 9.000 12.280 10.000 10.000 18.000 18.000
ICT Training 4.000 4.000 4.000 4.000 8.000 8.000
Munich 245.900 314.900 293.556 167.406 827.758 827.758
ICT Pedagogy 230.000 299.000 229.250 - 755.451 755.451
ICT Administration 10.900 10.900 46.306 167.406 46.307 46.307
ICT Training 5.000 5.000 18.000 0 26.000 26.000
Varese 116.500 166.942 147.300 193.447 147.500 185.417
ICT Pedagogy 87.000 94.412 87.300 133.447 87.500 114.805
ICT Administration 22.000 71.487 52.500 58.692 54.000 70.612
ICT Training 7.500 1.043 7.500 1.308 6.000 -
Central Office 1.459.696 1.550.653 1.993.680 2.214.088 2.567.594 2.792.594
ICT Administration 1.389.696 1.519.426 1.923.680 2.144.088 2.507.594 2.732.594
ICT Training 70.000 31.227 70.000 70.000 60.000 60.000

TOTAL ALL ICT BUDGETS 4.069.834 4.098.828 4.793.042 5.416.687 6.121.061 6.895.931
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IX. Proposal
The Board of Governors is invited to express an opinion on the document ‘ICT Report 2021’

This version of the document has been slightly amended since the Budgetary Committee took note of
it. Several spelling errors have been corrected. Also, in point IV “From 2022 onwards — ICT plan 2022”
table references have been included for indicating the corresponding strategic objectives in the 2022-
02-D-6-en-2 Multi-Annual ICT Plan of the European Schools — 2022-2026.

The Board of Governors is asked to take into consideration that the proposed plan for 2021 puts
forward the reinforcement and the improvement of the whole ICT infrastructure and the IT services of
the ES. Currently there is a considerable amount of accumulated technical debt at the ES with an
urgent and high demand for improvements and reinforcements. For achieving that, the clear support
of the Budgetary Committee and the Board of Governors will be needed for providing means for
envisioned projects as well as providing the necessary resources needed at the ICT Unit of the OSG
and the IT teams at the European Schools.

X. Conclusion

The Board of Governors took note of the fact that the proposed plan for 2021 emphasises the
reinforcement and improvement of the entire infrastructure and all IT services of the European
Schools.

The Board of Governors took note of the annual ICT report of the IT/Statistics Unit Head for 2021,
clearly supported it and approved it.
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XIl. Annex 1 - Executive summary of the Cloud Roadmap
project
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Current state and priorities

» Desired state architecture (logical view)

» Roadmap

+ Next steps

B® Microsoft
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% Microsoft
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Desired Stage of Architecture
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Desired Stage of Architecture — Logical View (Draft)

5 On premise infrastructure (per site)

| f
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+ The IAM desired stage is aligned with Predica and ICT team
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Desired Stage of Architecture — 1AM

|
3 The desired stage of IAM architecture eliminates complex IT
‘ systems with expensive maintenance (MIM) and focuses on
| SaaS/PaasS solution where is possible

Y
power | 13 mycﬁm Phase 1: Data ingestion towards interface database [1.1]
fupemate D"?‘“"’ m and SDS [1.2] modernization (CSV files automation).
Interface DB will be used as data source for SDS CSV files
G an automation. Future changes in raw sources (MDM, SMS, HR)

School Data 4

will not impact the CSV provisioning, but only the ETL (Azure
Data Factory). The interface DB can be a logical part of the
DWH. Automatic generation of Teams workspaces by SDS
stays for now.

Sync (sDs)

1 |
i i
1 |
i I
i I
i |
| i
i |
i |
| |
i i
i |
™ ‘
i |
| &Y 1
| Data Factory 4 |
| i
1 i
1 |
i |
i |

|

é'II

Phase 2: Identities provisioning by Power Automate [1.3].
MDM/Dynamics 365 contains all metadata required for user
identity provisioning in Azure AD (also groups). Power
Automate can be used for easy of maintenance solution. It is
recommended to plan and execute a PoC, to validate the
required functionality in Power Automate.

Phase 3: Decommissioning of MIM is important milestone
to simplify the architecture and maintenance of IAM
infrastructure.

For completeness of desired stage and relation to other logical components refer to Logical View slide
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Desired Stage of Architecture — Modern Work

0 )

The Modern Work related services are completely deployed in cloud. The transition architecture includes
multiple activities, some of them already planned by ICT. E-mail and Skype for Business (incl. voice) are in the
backlog, but business files migration form file shares to SPO, Teams or OneDrive for Business is a new
component, which requires special attention, mainly from two perspectives:

]
I
I
1
1
i
Office 365 apps and : . . Teams governance — policies, lifecycle, permissions management and other topics, related to the proper
services | — management and governance of data in Teams platform. It has two flavors: Teams workspaces
| EDU & Staff provisioned by SDS for classes and non-educational workspaces for business and collaboration
! users purposes.
| « Adoption and Change Management (ACM) is a critical component which will focus on behavior change
| E‘ for business users while adopting M365 cloud platform, and especially Teams and OneDrive for
" D Business.

Corp Devices

Not clear for BYOD Management of corporate devices and online protection of users are critical tasks for ICT team. Microsoft
Intune provides control and level of protection, which is applicable for company owned devices (laptops,
desktops, tablets and phones) but there is a sensitive topic on the control of private devices (BYOD) used in
education process. This must be clarified conceptually first, together with appropriate licensing context.

For completeness of desired stage and relation to other logical components refer to Logical View slide
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Desired Stage of Architecture — LoB

All LoB systems are impacted by the cloud transformation of European Schools.
Some LoB are already in cloud, SAP is in Azure, and MDM is deployed in Dynamics 365

School Management System (SMS) must be renewed via public tender and fully implemented by 2023. The
new solution must be “cloud friendly” eith SaaS or PaaS, with rich set of APIs for further integration. At the
same time, it must support Azure AD for identity and access management. All these requirements must be a
part of technical requirements in RFP.

SAP Procurement of HR solution (COTS) is in the backlog of ICT to start in 2022, including data migration and
decommissioning of PERSEE software. Possible direction is the merge of HR capabilities into SAP and partial
data migration towards custom database in Azure.

Most of custom applications will be modernized in Azure cloud or migrated to SaaS whenever is possible.

custom apps The recommended modernization approach is Replatform and Refactor

|
I
I
I
I
I
I
I
|
I
I
I
I
I
I
I
I
} Modernized
I
I
I
I
I
|
I
|
I
I
I
I
I
I
I
|

VELOCITY MIGRATIONS MODERNISATION
SMs | 1 |
; | . . . :
i erEraein ) Lift and Shift ~ Optimize Modernize
| |
I I—I—v T |
. I
HR solution |
(anew todl) T Rehost Replatform Refactor Rearchitect Rebuild Replace
1
I
iiiiiiiiiiiiiiii I @ . @ .
Less strategic More Business critical |
?
No application Take advantage of modern Take advantage of Azure  Modify orextend o\ app from  Decommission
changes; servers & aperating systems, database Data Services to existing code to g uing cloud  the application
container images are platforms, and Azure Services modernize data estate optimize for native technology  and create a new
migrated with minimal application with optimal changes cloud scale cloud native
changes solution.

For completeness of desired stage and relation to other logical components refer to Logical View slide
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Desired Stage of Architecture — Hybrid Operations

—————— ¥ Hybrid operations in Azure can serve cloud and on-premise workloads and implementing it can be
considered as a quick win towards cloud adoption.

1
|
: Azure Monitor, Azure Backup and ASR can be easily validated via PoC and aligned to the existing technical
Azure Monitor 1 solutions if possible. For example, Azure Backup can utilize SCDPM to backup on-prem workloads and store
: media in Azure.

|

[

[

Important for ASR is to consider reasonable RPO and RTO as well as disaster recovery for workloads which

Azure Site are already in Azure. The goal is to have a cross Azure region redundancy in case of disaster/outage event.

I
I
I
I
I
I
I
I
I
} Recovery e
I
I
I
I
|
I
|
I
I

For completeness of desired stage and relation to other logical components refer to Logical View slide
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Implementation Roadmap
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Roadmap Streams Definition

The identified activities in the roadmap are aggregated by stream, and the stream definitions are listed below. There are
dependencies either among activities in a single stream and even among the streams. Some activities are highlighted as “quick
wins" leveraging the high priority, implementation complexity and duration.

Solutions which are either new for the organization or
require renewal. The procurement process can be public
tender or direct purchase

New Procurement

Includes activities related to platform services
enablement and migration of workloads towards Azure
cloud.

Modernization

\ Platform configuration, users onboarding and data

4 R

Implementation of operations capabilities in Azure cloud,
which can govern on-premise workloads as well

Hybrid Operations

Architecture rework of existing functions and capabilities,
Rearchitect which are obsolete to the overall desired stage of
architecture
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Overall Multi-stream Roadmap

Year 1 (2021) Year 2 (2022) Year 3 (2023) Year 4 (2024)

Q4 Ql Q2 Q3 Q4 Q1 Q2 Q3 Q4

O New Procurement

®Modernization

® Modern Worl

@ Hybrid Operations

O Rearchitect

Individual stream timelines in detail are shown on the next slides
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New Procurement Timeline
Year 2 (2022)

e | o | e | o | & | o | @ | o | o |

O New Procurement

A1 Procurement (public tender) of new SMS (School Management System)

l &/ New HR solution procurement and migration (PERSEE)

A1: Legally a new SMS solution must be

A3 AdobeSign procured. The requirements must be aligned with
the desired stage of architecture, preferably the
PasswordVault new solution must be either Saa$S or to utilize

A4 | to LastPass

st Azure Paas, to use Azure AD authentication and
migration

to provide API for integration.

A2: The new HR solution will replace PERSEE,
could be SAP or third party. Part of PERSEE's data
can be migrated to Azure SQL database for
simplicity and velocity of mmigration

A3: AdobeSign for digital signatures
A4: PasswordVault is a custom inhouse developed

solution and will be replaced by LastPass for
business

Legend: Quick wins
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Modernization Timeline

o | o | e | o | o | o | o | o | o |

B1: Cloud Foundation establishes the proper Enterprise scale
0 Modernizati architecture configuration, tailored to the needs of European Schools
and focuses on Landing Zones, connectivity, security, identity and

A tions configurations
B1  Cloud Foundat » i i i opera 9
oud Foundation | \5-3/ Public web site rebuild >

2 = B2, B3, B4, B5, B7: Focuses on migration and modernization of LoB
[ Docee [ Repee Files shares to Universal + B2, B4 B, on mig ! - o
B2 Ymodem B4 rebuFi)Id s B5 e HEs B13 ) Printing apps to Azure cloud. The desired stage of architecture is to utilize
with PoC,

PaaS$ capabilities in order to minimize the operations cost

ization I PowerApp migration
[ NetSalaryUpload Data Estate Modernization (B8, B9, B10) are focused on
B7 NewAltee B6 + FileMover modernizing data warehouse and reporting (dashboarding) layers.
: ~(merge in SAP) This change will impact the business users and will be designed
holistically in Data Strategy workshop. The Data Strategy also
[ Data a3 i rati includes Al scenarios for education
BS Strategy B9 Datawarehouse migration
Workshoj p N N IAM Modernization (B11, B12, B14) illustrate on timeline the
Data Estate Modernization Q‘E/ BOjto PowerBl migration > phased approach of IAM transition architecture

I P —
QBH IAM Phase 1 > . B12 IAM Phase 2 > B13 IAM Phase 3 >
— D St

IAM Modernization

0 Prerequisite, dependency Legend: Quick wins
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Modern Work Timeline

Year 2 (2022) Year 3 (2023) Year 4 (2024)

9 VIod W
. . - C1 & C2 are already considered in the backlog
€1 JExchange Migration 2 Skype FB to Teams [ Intune adoption
e — _migration _/ b C3 can be done first for corporate owned devices and

. .
ca D, Business files to SPO/Teams/OD4B ) afterwards for BYOD if needed

C4 addresses migration of business files currently
CGE = Y stored on file servers. It doesn't address files, which
Governance Protection represent logs, images, backups, installation files for
T e apps, library files, etc. C5 is a prerequisite of B5.
c7

- Management

C5 is addressing the content migrated in C4

C6 focuses on newly created Teams workspaces,
those, which are migrated in C4 and also education
classes based workspaces

C7 ACM focuses on behavior change of business users
and adoption of Teams and OneDrive for Business

0 Prerequisite, dependency Legend: Quick wins
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Hybrid Operations Timeline

o | o | e | o | o | o | o | _a | o |

O Hybrid Operations
D2
b1 : T > i e > D3 ASR (DR) D1, D2, D3 and D6 depend on Cloud Foundation [B1]
l!l‘ engagement to have the proper landing zones and
TS D6 governance for Azure established. Anyhow, there is no
b4 2 Freshservice > m‘ eer > showstopper to start with quick PoC to validate the

applicability and specifics for the full implementation

Cost
D5 anagement

D4 is an activity which depends on the deployment of
Freshservice SaaS

D5 can start immediately with the clear goal to optimize
the current running cost of Azure workloads, but
afterwards must be integrated in the ongoing cloud
governance process

0 Prerequisite, dependency Legend: Quick wins.
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Rearchitect Timeline

e | o ] @ | o | » | o | e ]| o | & | . |
@ Rearchitect

1 Kb assessmentand E2 and E3 are currently in the backlog of ITC
j redesign
Netvok '; E1 is an important activity to be considered towards
B2 Jesn Ee gl the upcoming IAM modernization (811, B12 and
B13)
L Minimal ) B o )
Assessment ES donpem E4 is an activity to minimize the required on-prem
infrastructure

E5 is need for standardization of the minimal on-
prem infrastructure centrally and in schools,
depending on the specific needs of each site

0 Prerequisite, dependency Legend: Quick wins.
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Immediate Next Steps (draft)

How to move forward

- Cloud Foundation — establish the proper
foundation for next workloads and services

- Quick wins
- Hybrid Operations
- Apps Modernization
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. Background and structure

A. Creation of the WG IT PEDA

At its meeting of 15, 16 and 17 April 2015", the Board of Governors took the decision
to create two groups in the ICT area:

e one with the skills required to guide strategic choices for communication,
administrative and financial tools: IT ADMIN,
e and the other with a more pedagogical orientation: IT PED?.

The organisation of the activities, i.e. the common core coordinating the development
measures in both fields, guarantees that the pedagogical development is planned in
accordance with the financial and human resources constraints both on the central
and on school levels.

IT-ADMIN Common IT-PED

sub-group

sub-group core

Figure 1. IT Strategy Group

" For the composition and mandate of the WG see Creation of a group responsible for indicating the IT
strategy for communication, administrative and financial tools (ref. 2014-11-D-13-en-1). This decision
responds in particular to the observations of the external evaluation made by the UCL Institute of
Education (Gray, Scott, Gutiérrez-Peris, Mehisto, Pachler & Reiss. 2015. External Evaluation of a
Proposal for the Reorganisation of Secondary Studies in the European School System).

2|T PED is also referred as IT PEDA, with the code 0178.
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B. Composition of the WG IT PEDA

The IT-PEDA Sub-Group is obliged to meet at least twice a year and its members are:

the Head of the Pedagogical Development Unit, as chair of the subgroup, who
would be able to invite outside contributors (experts, etc.),

the Head of the ICT Unit,

the Head of the European Baccalaureate Unit,

1 representative of the Directors,

1 representative of ICT technical assistant,

2 representatives of the teachers (one for the Nursery/Primary Cycle and one
for the Secondary Cycle), one of whom is an ICT coordinator,

2 representatives of the inspectors, one for the Nursery and Primary Cycles,
the other for the Secondary Cycle,

1 member designated by Interparents,

1 member designated by COSUP,

1 representative of the Directors of the Accredited Schools (guest).

C. Functions of the WG IT PEDA

At its creation, it was made clear that the IT PEDA WG would have to focus on the
following pedagogical tasks:

suggest the actions required to ensure that pupils’ digital competence is
properly enhanced at all stages of their education,

evaluate pilot projects launched in the schools involving pedagogical innovation
in IT and deploy them in harmonised fashion in all the schools in the event of
success,

propose models for IT use for pedagogical purposes, including for children with
special educational needs,

review the role of IT in the organisation of studies and in syllabuses,
define guidelines and objectives for the training of teaching staff in IT,

put forward proposals to promote and facilitate the use of distance learning, in
accordance with the European Schools’ strategy (observance of predefined
technical and financial limits),

put forward recommendations for the pedagogical use of environments for
education and training, including remote ones,

ensure two-way communication with the end users of the European Schools’
IT-PEDA system (pedagogical staff),

contribute to production of the annual ICT report by providing input in terms of
pedagogical innovations associated with use of new information and
communication technologies,
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e produce the multi-annual plan for IT-PEDA,
e look into the burning issues of data protection and internet safety.

II. Main activities in 2019

The WG met in plenary four times: 14 March 2019, 18 June 2019, 20 September 2019,
26 November 2019.

A. Final approval of the document on the Digital Education
Vision

The ‘Digital Education Vision for the European Schools system (DEVES)’ (ref. 2018-
12-D-7) was finalised and was approved by the Board of Governors with entry into
force in September 2019 (meeting on 9 to 12 April 2019).

B. Digital competence training amendment to the CPD
Framework

In order to:

e comply with the mandate of the IT-PEDA Strategy Group, which requires
amongst other things the production of guidelines and objectives for the training
of pedagogical staff of the European schools in digital competence;

e respond to the report of the online IT-PEDA survey (2018-01-D-22) presented
at the JTC meeting in February 2018;

e comply with the priorities and requirements of the ‘IT Multiannual Plan’
approved by the Board of Governors in April 2018 (2018-01-D-79);

an amendment to the document ‘Framework for and organisation of Continuous
Professional Development in the European Schools’ (ref. 2016-01-D-40) was
proposed to cover the digital competence training of teachers. It was approved by the
Budgetary Committee (Meeting on 5 and 6 March 2019, ref. 2018-09-D-37).

C. Guidelines for the pedagogical use of mobile devices in the
European Schools

It was acknowledged that a digital device is part of modern education, provided by

school or parents. The WG worked on establishing guidelines for the pedagogical use
of mobile devices in the European Schools (under the BYOD scheme), with
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pedagogical, technical and financial requirements. This work was conducted in close
collaboration with the WG IT Admin.

The Guidelines were finalised in 2020: ‘Guidelines for the pedagogical use of mobile
devices in the European Schools’ (ref. 2020-01-D-14-en-2). This document will be
reviewed and adapted as the situation evolves.

D. Digital Competence Framework for the European Schools

The WG started the elaboration of the Digital Competence Framework for the
European Schools, as an adaptation of the European Commission’s DigComp 2.1.

E. Digital terminology and Extended digital terminology

The WG produced the ‘Digital Terminology for the European Schools system’ (ref.
2018-12-D-24). The document was approved by the Joint Teaching Committee
(meeting on 7-8 February 2019).

The WG worked on the draft version of the document ‘Digital Terminology — extended
version’ (as an update to the first document, ref. 2018-12-D-24). In 2020, this resulted
in document ref. 2020-01-D-36.

F. Creation of Intranets for the Pedagogical Development Unit
and for the Inspectors

Two intranets ware created on MS SharePoint:

e Pedagogical Development Unit’s Intranet:
https://eursc.sharepoint.com/sites/PedagogicalDevelopment

e Inspector’s Intranet:
https://eursc.sharepoint.com/sites/inspectors

G. Digital tool for Mathematics and Physics

The WG contributed to the work of the expert WG in charge of the choice of the
technological tool for Mathematics and Physics (chaired by Mr. Yilmaz, responsible
Inspector). This was done in the context of the implementation of the new syllabuses
for Mathematics and Physics, and mainly regarding the introduction of the GeoGebra
application as a replacement of the calculator TI-Nspire. A key challenge was the
possibility to run the exam mode on GeoGebra on any devices, especially in the
scheme of BYOD in schools.
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H. GDPR procedure for digital tools

Under the guidance of the OSGES DPO, the WG contributed to the finalisation of the
Annex to ‘MEMO 2019-05-M-4/GM: Procedure to approve the use of an e-learning
tool within the European Schools + Assessment Checklist for e-learning tools’.

|. Clean-Up of Teams and naming convention

A procedure was investigated with the IT Unit to clean-up the Teams (MS Teams), in
order to remove inactive teams.

Similarly, a first reflection was launched for a naming convention.

J. Migration of the Learning Gateway

In the context of the definitive closure of the Learning Gateway (old SharePoint
infrastructure), and under the supervision of the WG IT PEDA, a proposal was made
to create a modern MS SharePoint. In this context, a document was drafted:
‘SharePoint Pedagogical Material - User Guidance document’.

The content of Learning Gateway was migrated to SharePoint for backup.

Guidance was provided to inspectors for selecting the content to be migrated to a new
platform.

All this process was the initiative and the responsibility of the PDU under the
supervision of the IT PEDA WG.

K. Authorised applications and features on MS tenant

The WG worked on the identification of applications and features to be authorised or
not for staff and pupils on the MS tenant, in close collaboration with the WG IT Admin.

L. Investigation of online platforms for digital training

A need for an online training service/platform was identified, to develop digital skills
for teachers/staff and pupils in the Europeans Schools, with individual/groups training
paths, and that gives metrics/reports. Embedded certifications could be an important
feature. The service/platform should be customizable to a certain extent. The WG
investigated several options for online digital training of staff. The main platforms
examined were OASE and VODECLIC. However, none of the platform offered full
satisfaction.
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lll. Main activities in 2020

The WG met in plenary seven times: 27 January 2020, 27 April 2020 (online), 02 July
2020 (online), 09 September 2020 (online), 22 October 2020 (online), 10 November
2020 (online)., 18 November 2020 (online).

A. Recommendations for distance learning

In the context of the emergency suspension or disruption of regular in-situ teaching
(COVID-19 pandemics), the WG IT PEDA devised the document ‘Distance learning
recommendations for course continuity during temporary suspension of obligatory
regular attendance of pupils at school' (ref. 2020-03-D-11). This document was
regularly updated (up to its version 6).

B. Distance Teaching and Learning Policy

In the context of the sudden suspension or disruption of regular in-situ teaching
(COVID-19 pandemics), the WG IT PEDA devised a ‘Proposal for a Distance Teaching
and Learning Policy for the European Schools’ (ref. 2020-09-D-69-en-4) for the Board
of Governors (1 to 3 December 2020). The policy was approved (ref. 2020-09-D-10-
en-3) with immediate entry into force.

This work was performed in coordination with the Task Force 'Preparation of the
2020/21 school year'.

C. Digital Competence Framework

The ‘Digital Competence Framework for the European Schools ‘(ref. 2020-09-D-51-
en-2) was approved by the Joint Teaching Committee (meeting on 8 and 9 October
2020). The Digital Competence Framework DCF was published on the ES website
and on the Pedagogical Development Intranet (where it was accompanied by a series
of ideas for learning activities).

D. Authorised applications and features on MS tenant

The WG continued to identify applications and features to be authorised or not for staff
and pupils on the MS tenant, in close collaboration with the WG IT Admin.
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E. Digital tool for Mathematics and Physics

The WG continued its collaboration with the expert WG in charge of the choice of the
technological tool for Mathematics and Physics (chaired by Mr. Yilmaz, responsible
Inspector).

F. Digital tools and special arrangements in the area of
educational support

The WG contributed to the work of the Educational Support Coordinator at the
OSGES.

G. Procedure to approve the use of a Digital Learning Resource

The WG contributed to the work of the Data Protection Officer at the OSGES, in the
drafting of the ‘Procedure to approve the use of a Digital Learning Resource within the
European Schools' (ref. 2020-01-D-9 - Annex to MEMO 2019-12-M-3/GM).

H. European Schools’ online video service policy

The WG devised the ‘European Schools’ online video service policy’ (ref. 2020-04-D-
19). This concerns mainly the use of MS Stream.

|. Digital Learning Coordinator

The WG started to work on the new job description of the ICT Coordinator proposing
first a new denomination as “Digital Learning Coordinator”.

J. System-level professional communities in the European
Schools and sharing of pedagogical material

The WG presented the document ‘System-level professional communities in the

European Schools and sharing of pedagogical material’ (ref. 2020-08-D-10-en-2) at
the Joint Teaching Committee on 8 and 9 October 2020 (take note).
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Online professional communities have been progressively created on MS Teams, and
are now under the responsibility of Inspectors. The updated list is published on the
Pedagogical Development Unit SharePoint3.

K. System-level calendar for online training in the European
Schools

The WG decided to run a pilot for an online calendar accessible to all staff (ES and
AES) for professional development events. The document ‘System-level support for
online training in the European Schools’ (ref. 2020-08-D-7-en-1) was presented to the
Joint Teaching Committee on 8 and 9 October 2020 (take note).

The platform is an instance of INDICO, an open tool developed at the CERN.

L. Extended Digital Terminology

The WG presented to the JTC (meeting on 13 and 14 February 2020) the ‘Proposal
for the extension of the digital terminology for the European Schools’ (ref. 2020-01-D-
36), which received a favourable opinion. A Memorandum was sent (ref. 2020-07-M-
2).

M. Other business

1. Anti-plagiarism tool — ES LEA pilot

The WG coordinated with ES Laeken a pilot on the anti-plagiarism tool URKUND. The
usability of the tool was found to be insufficient in its current state.

2. Librarian representative at the WG IT PEDA
The WG decided to invite a representative of Librarians to the online meetings.
3. Authorised applications and features on MS tenant

The WG continued its work on the identification of applications and features to be
authorised or not for staff and pupils on the MS tenant, in close collaboration with the
WG IT Admin.

3 https://eursc.sharepoint.com/sites/PedagogicalDevelopment/SitePages/professional-
communities.aspx
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4. Teams and naming convention
The WG continued its work on the naming convention for MS Teams in the system.
5. Migration of the Learning Gateway

In the context of the closure of the Learning Gateway and the migration of its content
on MS SharePoint, a document of guidelines was drafted, but put on hold due to
various concerns.

IV. Main activities in 2021

The WG met in plenary five times: 11 January 2021 (online), 02 March 2021 (online),
18 May 2021 (online), 21 September 2021 (online), 16 November 2021 (online).

A. Revision of document ‘Distance Learning Policy’

The WG produced the revised document ‘Distance Learning Policy for the European
Schools’ (ref. 2020-09-D-10-en-3), approved by the Board of Governors (by written
procedure No 2021/8 on 29 March 2021).

B. Survey on 2020-2021 school year

In coordination with the Task Force 'Preparation of the 2020/21 school year', the WG
drafted and conducted a survey on the 2020-2021 school year, addressed to all
schools, for management, teachers, parents and secondary pupils.

C. Digital Learning Coordinator

The WG finalised the Proposal for a new Denomination and Job Description for the
ICT Coordinator in the European Schools (ref. 2021-09-D-14-en-2), which was
approved by the Joint Teaching Committee on 7-8 October 2021. A Memorandum was
sent (ref. 2020-02-M-3).

D. Follow-up on the BYOD programmes in schools.

The WG coordinated with the WG IT ADMIN on the BYOD implementation in the
schools.
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E. Proposal to facilitate the integration of the eight key
competences and Learning scenario template

The WG made proposals to the JBI in 2018 and 2019 in order to facilitate the
integration of the eight key competences. Those proposals consisted of to develop
annexes to all syllabuses. After decision of the JBI to finally cancel and replace those
previous decisions taken in this context, the IT PEDA WG made a new ‘Proposal to
facilitate the integration of the eight key competences - New annexes to syllabuses
and Learning scenario template’ (ref. 2021-09-D-6-en-2), which was approved by the
Joint Board of Inspectors on 5-6 October 2021 and by the Joint Teaching Committee
on 7-8 October 2021. The related Memorandum would be: 2022-02-M-4-en Memo -
Learning Scenario Template’.

This approach is in line with the Multi-annual Plan of Pedagogical Priorities for the
European Schools (2021-01-D-58), notably objective 1.2.

It is to be noted that is the first official introduction of open education resources (OER)
in the European Schools, with the use of the Creative Commons licences.

F. Website for AES staff (OneNote)

The WG collaborated with the AES cell at OSGES to create a website for AES staff.
For practical reasons, the site was created with MS OneNote NoteBook.

G. Digital tool for Mathematics and Physics

The WG continued its collaboration with the expert WG in charge of the choice of the
technological tool for Mathematics and Physics (chaired by Mr. Yilmaz, responsible
Inspector).

New recommendations were made in the frame of the document ‘A digital tool for
teaching learning and assessment in Mathematics and Physics’ (ref. 2021-11-D-45-
en-2), approved by the Joint Teaching Committee on 15 December by means of
Written Procedure — PE 2021-61.

H. System-level professional communities

The WG followed-up on the document ‘System-level professional communities in the
European Schools and sharing of pedagogical material’ (ref. 2021-01-D-18-en-1),
presented at the Joint Board of Inspectors (meeting on 9 and 10 February 2021) and
at the Joint Teaching Committee (meeting on 11 and 12 February 2021).

A memorandum was also released: ‘Disclaimer for professional communities’ (ref.
2021-04-M-05), in collaboration with OSG DPO and Bac Unit.
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An online professional community for inspectors was also created.

|. Provision of student and guest demo accounts

The WG finalised the procedure set out in the documents ‘Agreement to receive and
use student demonstration accounts for training purposes’ (ref. 2021-02-D-18) and
‘Agreement for temporary guest accounts (external trainers and speakers)’ (ref. 2021-
02-D-21). The Pedagogical Development Unit sent at Memorandum ‘Procedure
documents for the provision of student demo accounts and guest accounts, for
professional development purposes’ (ref. 2021-04-M-2).

J. System-wide calendar for training & events for ES and AES

The WG continued the pilot with the open-source INDICO platform, hosted on an ES
Bergen server.

K. Digital Portfolio

The WG reflected on the tools suitable for digital portfolios, mainly in Nursery and
Primary.

A memorandum was sent ‘Decision of the Joint Teaching Committee of 11 and 12
February 2021, concerning the Introduction of the new tools for assessment in the
primary cycle — doc. Ref.: 2021-01-D-38-en-2. Annex to memorandum 2021-04-M-4:
Guidelines for use of the digital portfolio in the nursery and primary cycle’ (ref. 2021-
04-M-4).

L. Teams and naming convention

The WG continued its work on the naming convention for MS Teams in the system.
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